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Background
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Continuous Software Engineering
Fast paced customer value delivery
Continuous improvement
Continuous experimentation

Security Compliance
Manual activities (Requirements extraction, .., compliance assessment)
Rigid processes
Extensive documentation

Summary
Traditional compliance activities incompatible with continuous software engineering principles
Issue for companies in highly regulated domains

Background

What is the problem?
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Research Goals

RG1) Challenges of security compliance in continuous software engineering
RG2) Requirements and constraints for automation
RG3) Potential and limitations for automation as treatment
RG4) Develop and evaluate treatments

Background

Research Goals
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Contributions
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Scanned literature for CSC definitions
“Combining CC [Continuous Compliance] and CS [Continuous Security] through the holistic view of standardisation that spans 
across people, processes, and technology. Regulatory requirements are utilised to derive security activities and integrate security 
into a process while making it standards-compliant“ [1]

Scanned literature for Continuous Compliance definitions
12 relevant resources [4-13]
Solution independent definitions in [2,3]

Extracted relevant concepts
1. Continuous execution of compliance activities
2. Adherence to regulatory requirements
3. Compliance over entire development life-cycle
4. (New) Continuous Software Engineering background

Contributions

What is “Continuous Security Compliance“?
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Continuous Security Compliance (CSC) is a set of practices…

• to ensure product and process adherence 
• to requirements derived from relevant security regulatory sources, 
• integrated holistically into the product development life-cycle, 
• following continuous software engineering principles and goals.

Contributions

What is “Continuous Security Compliance“?
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Past
Performed workshops with three companies (see [14]): Security compliance in continuous software engineering
15 challenges in Continuous Security Compliance, 4 general solutions streams

Contributions

Challenges in Continuous Security Compliance

[14] Fabiola Moyón, Florian Angermeir, and Daniel Mendez. 2024. Industrial Challenges in Secure Continuous Development. In ICSE ’24. 3 pages.
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Past
Performed workshops with three companies (see [14]): Security compliance in continuous software engineering
15 challenges in Continuous Security Compliance, 4 general solutions streams

Our Contribution
Performed literature review to validate/extend challenges of [14]
Validated 9 challenges, extended 12 challenges

Contributions

Challenges in Continuous Security Compliance

[14] Fabiola Moyón, Florian Angermeir, and Daniel Mendez. 2024. Industrial Challenges in Secure Continuous Development. In ICSE ’24. 3 pages.
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Past
Performed workshops with three companies (see [14]): Security compliance in continuous software engineering
15 challenges in Continuous Security Compliance, 4 general solutions streams

Our Contribution
Performed literature review to validate/extend challenges of [14]
Validated 9 challenges, extended 12 challenges

Why Automation?
In [14] practitioners identified automation as solution to treat some of the challenges. E.g.

• „Get security activities into early feedback principle of DevOps“
In this paper we found further such challenges. E.g.

• „Security compliance evidence generation and documentation is too time consuming“

Contributions

Challenges in Continuous Security Compliance

[14] Fabiola Moyón, Florian Angermeir, and Daniel Mendez. 2024. Industrial Challenges in Secure Continuous Development. In ICSE ’24. 3 pages.
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Past
Performed workshops with three companies (see [14]): Security compliance in continuous software engineering
15 challenges in Continuous Security Compliance, 4 general solutions streams

Our Contribution
Performed literature review to validate/extend challenges of [14]
Validated 9 challenges, extended 12 challenges

Why Automation?
In [14] practitioners identified automation as solution to treat some of the challenges. E.g.

• „Get security activities into early feedback principle of DevOps“
• „Match security compliance requirements with working pipelines“

In this paper we found further such challenges. E.g.
• „Changes to requirement, design or implementation break system security requirements“
• „Security compliance evidence generation and documentation is too time consuming“

Contributions

Challenges in Continuous Security Compliance

Automation alone won’t solve everything

BUT it is likely to be a significant factor in addressing many 
challenges in CSC
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Research Design
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Research Goals
RG1) Challenges of security compliance in continuous software engineering
RG2) Requirements and constraints for automation
RG3) Potential and limitations for automation as treatment
RG4) Develop and evaluate treatments

Research Environment
Industrial partner: Large enterprise in highly regulated domains, research in last 5 years in security compliance 
Large-scale academia-industry network: Various companies and research streams

Research Design

Background
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Research Design
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Research Design
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Research Design
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Research Design
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Questions 
& Feedback

Key Takeaway 1
Continuous Security Compliance is a set of practices to ensure 
product and process adherence to requirements derived from 
relevant security regulatory sources, integrated holistically into 
the product development life-cycle, following continuous 
software engineering principles and goals.

Key Takeaway 2
We validated 9 of the challenges of [14] in literature and 
extracted 12 further challenges. Total of 27 challenges.

Key Takeaway 3
Automation will likely play a key role in enabling continuous 
security compliance.
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Resources

Preprint
https://arxiv.org/pdf/2407.21494

DOI
https://dl.acm.org/doi/10.1145/3674805.3690748

Auxiliary Material
https://figshare.com/articles/dataset/Online_Material/251992
25/1
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